Mobile Device Registration

Registration Type [1..1] (*)

Nevis Patterns

nevisFIDO : nevisFIDO Instance [1..1]

Virtual Hosts : Virtual Host [1..1]

Authentication Realm : NevisAuthRealmBase [1..1]

Application Access Token : TokenPropagationPattern [0..1]

Mobile Device Deregistration

In-band Mobile Authentication Realm : In-band Mobile Authentication Realm [1..11]
nevisFIDO : nevisFIDO Instance [1..1]

Application Access Token : TokenPropagationPattern [0..1]

Virtual Hosts : Virtual Host [1..1]
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FollowupStepPattern

InitialStepPattern OnDemandStepPattern
X 74

O Interface

Base Class

nevisProxy / Key Management

Out-of-band Mobile Authentication

Virtual Hosts : Virtual Host [1..1]

On Success : FollowupStepPattern [0..1]
On Failure : FollowupStepPattern [0..1]
On Dispatch Failure : FollowupStepPattern [0..1]
Browser Support [0..1] (*)

Authentication Level [1..1] (¥)

nevisFIDO : nevisFIDO Instance [1..1]

Client Key Store : KeyStoreProviderPattern [0..1]
Trust Store : TrustStoreProviderPattern [0..1]

Mobile Only Authentication with Deep Links

App Associations [1..2]

Deep Link Base Path [1..1]
nevisFIDO : nevisFIDO Instance [1..1]
Virtual Hosts : Virtual Host [1..1]

Authentication Cloud

Access Keys JSON [0..1]

Login / transaction confirmation message [0..1]
On Success : FollowupStepPattern [0..1]

On Failure : FollowupStepPattern [0..1]

Authentication / SAML

Transaction Confirmation

nevisFIDO : nevisFIDO Instance [1..1]
Virtual Hosts : Virtual Host [1..1]

Mobile Authentication

NevisAuthRealmBase
AV

MonitorablePattern

NevisAuthRealm
[

In-band Mobile Authentication Realm

Application Access Tokens : TokenProviderPattern [1..n]
nevisFIDO : nevisFIDO Instance [1..1]

Trust Store : TrustStoreProviderPattern [0..1]

Client Key Store : KeyStoreProviderPattern [0..1]

Login Renderer : LogrendPattern [0..1]

nevisAuth : NevisAuthPattern [1..1]

Client Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

Internal SecToken Trust Store : TrustStoreProviderPattern [0..1]

nevisFIDO Instance

Detect & Adapt

“[Target Version [1..1] (*)

Port [0..1] (*)

Frontend Address [0..1]

Firebase Push Configuration [0..1]

Firebase Proxy Address [0..1]

Session Repository : SessionRepository [0..1]
Key Store : KeyStoreProviderPattern [0..1]
Trust Store : TrustStoreProviderPattern [0..1]

nevisiIDM

nevisMeta / OAuth / OIDC

OnDemandStepPattern
nevisIDM : NevisIDMPattern [1..1]

Key Store : KeyStoreProviderPattern [0..1]
Trust Store : TrustStoreProviderPattern [0..1]
Instance Name [0..1]

NEVIS SecToken Trust : TrustStoreProviderPattern [0..1]

NevisAuthPattern TokenProviderPattern

Managed nevisFIDO Session Repository

Database Name [0..1] (¥)

Maximum Connection Lifetime [0..n] (¥)
Database Host [1..1]

TCP Service Port [1..1] (*)

Root Credential Name [1..1]

Root Credential Namespace [0..1]

nevisFIDO Session Repository

Connection URL [1..1]

Maximum Connection Lifetime [0..n] (¥)
User [1..1]

Password [1..1]

Schema User [1..1]

Schema User Password [1..1]

Monitoring

NevisIDMPattern

Advanced Session Upgrade

Authentication Level [1..1] (¥)
On Entry : FollowupStepPattern [1..1]

A

'
s FollowupStepPattern
__———
)

Advanced Dispatcher Step User Information

Condition(s) [1..n] Message Type [1..1]

Transition(s) [1..n] Label [0..1]

Conditional Step(s) : AuthenticationStepPattern [1..n]| |Button Type [1..1] (¥)

Default Step : AuthenticationStepPattern [0..1] On Submit : FollowupStepPattern [0..1]

(ream) :
</
AuthenticationStepPattern

GenericAuthPattern
Generic Authentication Step

AuthState(s): direct input [0..n]
AuthState(s): as file [0..n]

Entry AuthState [0..1]

AuthState(s): Parameters [0..n]

On Success : FollowupStepPattern [0..1]
On Failure : FollowupStepPattern [0..11]
Additional Follow-up Steps : FollowupStepPattern [0..n]
Key Objects : nevisAuth KeyObject [0..n]

LogoutStepPattern

InitialStepPattern

N T
User Input

Title [1..1] (*)

Greeting [1..1] (¥)

Label [1..1] (*)

Variable Name [1..1] (%)
On Success : FollowupStepPattern [0..1]

LDAP Login

LDAP Endpoints [1..n]

Connection Username [0..1]

Connection Password [0..1]

Base DN [0..1]

Search In Subtree [0..1] (*)

User Attribute [0..1]

User Filter [0..1]

Directory Type [0..1] (*)

LDAP Attribute Mappings [0..n]

On Success : FollowupStepPattern [0..1]
On Password Expired : FollowupStepPattern [0..1]
On Failure : FollowupStepPattern [0..1]

SAML SP Backend Integration

SAML Token : SAML Token [1..1]
Assertion Consumer Service Path [0..1]
RelayState [0..1]

Kerberos Login

Kerberos Realms [1..n]

Frontend Addresses [1..n]

Keytab File Path [0..n]

Keytab File [0..n]

Authentication Level [1..1] (*)

On Success : FollowupStepPattern [0..11]
On Failure : FollowupStepPattern [0..1]

Mobile TAN (MTAN)

Authentication Level [1..1] (¥)

On Success : FollowupStepPattern [0..1]

On Failure : FollowupStepPattern [0..1]
Connection Provider : MobileTANChannel [1..1]
Maximum Retry Count [1..1] (¥)

TAN Format [1..1] (*¥)

Testing Mode [1..1] (%)

Logout

Logout Behaviour [1..1] (¥)
Custom Label [0..1] (*)
Redirect [0..1] (*)

Dispatcher Button

Label [1..1]
On Click : FollowupStepPattern [1..1]

NevisAuthRealm

NevisAuthRealmBase

MobileTANChannel

Authentication Realm Standalone Authentication Flow

ServiceAddon

TokenPropagationPattern

Token Header Propagation

Application Access Token : SignedTokenBase [1..1]
Header Name [1..1]

N\

SignedTokenBase

TokenProviderPattern

SwissPhone Connection
BackendServiceAccessBase

SAML Token

Sender [1..1] Initial Authentication Flow : InitialStepPattern [0..1] Frontend Path(s) [1..n]

nevisAuth Radius Facade

Radius Secret [1..1]

Authentication Realm : NevisAuthRealm [1..1]

Request Attribute Mappings [0..n] (¥)
Additional Radius Responses : nevisAuth Radius Response [0..n]

nevisAuth Radius Response

Radius Response Type [1..1]
Condition [1..1]
Radius Attributes [0..n]

NevisAuthRealmBase

N
4

Generic Authentication Realm

Configuration [0..n]
Configuration [0..n]
Template Parameters [0..n]
Resources [0..n]

Key Objects : nevisAuth KeyObject [0..n]

Login Renderer : LogrendPattern [0..1]

nevisAuth : NevisAuthPattern [1..1]

Client Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

Internal SecToken Trust Store : TrustStoreProviderPattern [0..1]
Client Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

GenericAuthPattern

Generic Third-Party Authentication Realm

Authentication Filter [1..n]
Roles Filter [0..n]

Protected Application Settings : ServiceAddon [0..n]
Authentication Application : BackendServiceAccessBase [0..1]
Additional Settings : ServiceAddon [0..n]

Generic Authentication Service

Generic nevisAuth REST Service

nevisAuth : NevisAuthPattern [1..1]
Configuration [0..n]

Configuration [0..n]

Template Parameters [0..n]

Resources [0..n]

Login Renderer :

NevisAuthPattern

Virtual Hosts : Virtual Host [1..1]
Frontend Path [1.
Frontend Path Settings : ServiceAddon [0..n]
Configuration [0.
Configuration [0.
Template Parameters [0..n]

Key Objects : nevisAuth KeyObject [0..n]

nevisAuth : NevisAuthPattern [1..1]
Client Key Store :
Trust Store : TrustStoreProviderPattern [0..1]

Internal SecToken Trust Store : TrustStoreProviderPattern [0..1]
Client Key Store :
Trust Store : TrustStoreProviderPattern [0..1]

.1]

.n]
.nl

LogrendPattern [0..1]

KeyStoreProviderPattern [0..1]

KeyStoreProviderPattern [0..1]

MonitorablePattern
\A

nevisAuth Instance

TCP Service Port [1..1] (¥)

nevisAuth Connector

nevisAuth Connection URL(s) [1..n]

Languages [0..n] (*)

FollowupStepPattern

NevisAuthAddon

Managed nevisAuth Remote Session Store

Languages [0..n] (*)

Instance Name [0..11]

Frontend Key Store : KeyStoreProviderPattern [0..1]
Frontend Trust Store : TrustStoreProviderPattern [0..1]
Backend Key Store : KeyStoreProviderPattern [0..1]
Backend Trust Store : TrustStoreProviderPattern [0..1]
Internal SecToken Signer : KeyStoreProviderPattern [0..1]
Log Settings : NevisAuthLoggingAddon [0..1]

Additional Settings : NevisAuthAddon [0..n]

irtual Host|

LogrendPattern
<7
7

nevisLogrend Instance

HTTPs [1..1] (*)

Instance Name [0..11]

TCP Service Port [1..1] (*)

Key Store : KeyStoreProviderPattern [0..1]
Trust Store : TrustStoreProviderPattern [0..1]

nevisLogrend Connector

nevisProxy Login Renderer

nevisLogrend Connection URL(s) [1..n

1

nevisAuth KeyObject

| NevisAuthLoggingAddon

KeyObject ID [0..1]
Type [1..1] (*)

nevisAuth MariaDB Remote Session Store

nevisAuth Log Settings

Disabled [0..n]

Database Name [0..1] (*)
Database User [0..1] (*)
Database Hosts [0..2]
Database Password [0..1]

Database Name [0..1] (*)
Database Host [1..1]

TCP Service Port [1..1] (¥)
Root Credential Name [1..1]

JWT Token NEVIS SecToken

Authentication Flow : AuthenticationStepPattern [0..1]
Virtual Hosts : Virtual Host [1..1]
Authentication Realm : Realm [0..1]

Jh User Attributes [0..n] (*)
Token Type [1..1] (*)

Key Store : KeyStoreProviderPattern

Session Upgrade Flows : OnDemandStepPattern [0..n]
Logout Flow : LogoutStepPattern [0..1]
Application Access Tokens : TokenProviderPattern [0..n]

Default Country Code [1..1] (¥)
Username [1..1]
Password [1..1]

Root Credential Namespace [0..1]

Default Log Level [0..1] (¥)
Log Level Overrides [0..n]
Log Targets [1..1] (*)
Syslog Host [0..1] (*)
Hidden Variables [0..n]

Token Type [1..1] (*)
Secret [0..1]
Key Store : KeyStoreProviderPattern [0..1]

User Attributes [0..n] (*)

[0..1]

Key Store : KeyStoreProviderPattern [0..1]

SAML IDP

Login Renderer : LogrendPattern [0..1] Additional Settings : ServiceAddon [0..n]

Portal Server Address [1..1]
nevisAuth : NevisAuthPattern [1..1]

Backend Trust Store : TrustStoreProviderPattern [1..1]

Client Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

Internal SecToken Trust Store : TrustStoreProviderPattern [0..1]
Client Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

NevisAuthPattern

TrustStoreProviderPattern

A 4

Eirtual Host|

f

MonitorablePattern

ServiceAddon =

HostContextAddon

nevisDetect Analysis and Protection
nevisDetect Feature Correlator : nevisDetect Feature Correlator Instance [1..1]

FollowupStepPattern

nevisDetect Authentication Connector

nevisDetect Core : nevisDetect Core Instance [1..1]
On Success : FollowupStepPattern [0..1]

On Failure : FollowupStepPattern [0..1] Content-Type Restriction [0..1]

Message Queue Client Key Store : KeyStoreProviderPattern [0..1] Sub-path Restriction [0..n]

Message Queue Client Trust Store : TrustStoreProviderPattern [0..1] \

MonitorablePattern

nevisDetect Core Instance

TCP Service Port [1..1] (¥)

nevisDetect Persistency : nevisDetect Persistency Instance [1..1]

Risk Plugins : NevisDetectRiskPluginProvider [1..n]

nevisDetect Message Queue : nevisDetect Message Queue Instance [1..1]
Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

Message Queue Client Key Store : KeyStoreProviderPattern [0..1]

Message Queue Client Trust Store : TrustStoreProviderPattern [0..1]

nevisDetect Feature Correlator Instance

TCP Service Port [1..1] (¥)

nevisDetect Persistency : nevisDetect Persistency Instance [1..1]
nevisDetect Message Queue : nevisDetect Message Queue Instance [1..1]
Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

Message Queue Client Key Store : KeyStoreProviderPattern [0..1]
Message Queue Client Trust Store : TrustStoreProviderPattern [0..1]

nevisDetect Administration GUI

nevisDetect Admin : nevisDetect Admin Instance [1..1]
Backend Trust Store : TrustStoreProviderPattern [0..1]
Application Access Token : TokenPropagationPattern [0..1]
Virtual Hosts : Virtual Host [1..1]
Authentication Realm : Realm [0..1]
Additional Settings : ServiceAddon [0..n]

nevisDetect Persistency REST API

nevisDetect Persistency : nevisDetect Persistency Instance [1..1]
Backend Trust Store : TrustStoreProviderPattern [0..1]
Application Access Token : TokenPropagationPattern [0..1]

Virtual Hosts : Virtual Host [1..1]

Authentication Realm : Realm [0..1]

Additional Settings : ServiceAddon [0..n]

i

nevisDetect Persistency Instance

TCP Service Port [1..1] (¥)

Database Connector : nevisDetect Database Connector [1..1]
nevisDetect Message Queue : nevisDetect Message Queue Instance [1..11]
Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

Message Queue Client Key Store : KeyStoreProviderPattern [0..1]

Message Queue Client Trust Store : TrustStoreProviderPattern [0..1]
SecToken Verifier Trust Store : TrustStoreProviderPattern [0..11]

NevisProxyLoggingAddon

NevisProxyAddon

nevisDetect Admin Instance

TCP Service Port [1..1] (¥)
nevisDetect Message Queue : nevisDetect Message Queue Instance [1..n]
Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

Message Queue Client Key Store : KeyStoreProviderPattern [0..1]

Message Queue Client Trust Store : TrustStoreProviderPattern [0..1]
SecToken Verifier Trust Store : TrustStoreProviderPattern [0..1]

NevisDetectRiskPluginProvider

irtual Host|

Proxy Risk Plugin

nevisDetect Message Queue Instance

Server Port [1..1] (*)

Message Broker Name [1..1] (*)

Key Store : KeyStoreProviderPattern [0..1]
Trust Store : TrustStoreProviderPattern [0..1]

BehavioSec Risk Plugin

URL [1..1]

Service mapping [1..n]

Risk Scores [1..n] (*)

URL [0..1]

Key Store : KeyStoreProviderPattern [0..1]
Trust Store : TrustStoreProviderPattern [0..1]

nevisAdapt Risk Plugin
nevisAdapt : nevisAdapt Instance [1..1]
Key Store : KeyStoreProviderPattern [0..1]
Trust Store : TrustStoreProviderPattern [0..1]

nevisDetect Database Connector
Connection URL [1..1]
Username [1..1]

Password [1..1]

URL [1..1]

URL [0..1]

Key Store : KeyStoreProviderPattern [0..1]
Trust Store : TrustStoreProviderPattern [0..1]

nevisAdapt Instance

TCP Service Port [1..1] (¥)

Database Connector : nevisDetect Database Connector [1..1]
Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

ServiceAddon

HostContextAddon

KeyStoreProviderPattern
> A <

DeployablePattern

HostContextAddon

JAN

Authorization Policy

Required Roles [0..n]
Authentication Level [0..1]
Apply only to sub-paths [0..n]

=S FollowupStepPattern

InitialStepPattern
—
)"—-r-»

_—

TrustStoreProviderPattern
% <7

SAML Issuer [1..1] (*)

Frontend Paths [1..n] (¥)

SAML SP Connector(s) : SAML SP Connector [1..n]
SAML Signer : KeyStoreProviderPattern [1..1]
Virtual Hosts : Virtual Host [1..1]

Authentication Realm : Realm [0..1]

SAML SP Connector

SP Issuer [1..1] (*)

SP URL [1..n]

SP Signer Trust : TrustStoreProviderPattern [1..1]
Binding: IDP-initiated [1..1] (*)

» NevisIDMPattern

MonitorablePattern
A

7 V.

NevisIDMAddon

NevisIDMLoggingAddon

NevisIDMDatabase

7 X

GenericAuthPattern

Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

Generic nevisAuth Log Settings

Log Configuration [0..11]
Log Configuration: Parameters [0..n]
Hidden Variables [0..n]

NevisAuthRealmBase

NevisAuthRealm

SAML SP Realm

SAML Issuer [1..1] (*)

SAML Response Consumer

Frontend Paths [1..n] (*)

Logout Processing Flow (Experimental) :
Virtual Hosts : Virtual Host [1..1]
Authentication Realm : Realm [0..1]

SAML IDP Connector(s) : SAML IDP Connector [1..n]
SAML Signer : KeyStoreProviderPattern [0..1]
Authentication Processing Flow : AuthenticationStepPattern [0..1]

AuthenticationStepPattern [0..1] Login Renderer : Logrend

TrustStoreProviderPattern

KeyStoreProviderPattern

Assertion Consumer Service [1..1] (¥)

SAML IDP Connector(s) : SAML IDP Connector [1..n]

SAML Signer : KeyStoreProviderPattern [1..1]

Application Access Tokens : TokenProviderPattern [0..n]
Custom Pre-Processing : Generic Authentication Step [0..1]
Post-Processing Flow : AuthenticationStepPattern [0..1]

Pattern [0..1]

nevisAuth : NevisAuthPattern [1..1]

Client Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

Internal SecToken Trust Store : TrustStoreProviderPattern [0..1]
Client Key Store : KeyStoreProviderPattern [0..1]

Trust Store : TrustStoreProviderPattern [0..1]

2 N
SAML IDP Connector

IDP Issuer [1..1] (*)

IDP URL [1..1] (*¥)

IDP Signer Trust : TrustStoreProviderPattern [1..1]
Binding: Outbound [1..11 (*)

NevisAuthPattern

nevisMeta Web Console

nevisMeta REST Service

OAuth 2.0 Authorization Server

nevisMeta : NevisMetaPattern [1..1]

Application Access Token : TokenPropagationPattern [0..1]
Virtual Hosts : Virtual Host [1..1]

Authentication Realm : Realm [0..1]

Additional Settings : ServiceAddon [0..n]

nevisMeta : NevisMetaPattern [1..1]

Application Access Token : TokenPropagationPattern [0..1]
Virtual Hosts : Virtual Host [1..1]

Authentication Realm : Realm [0..1]

nevisMeta : NevisMetaPattern [1..1]
Setup ID [1..1]

Frontend Path [0..1] (*)

Virtual Hosts : Virtual Host [1..1]
Authentication Realm : Realm [0..1]

Additional Settings : ServiceAddon [0..n]

Generic Deployment

Path [1..1]

Path: Delete Unknown Files [1..1] (*)
Files [0..n]

Template Parameters [0..n]

Template Files [0..n]

Owner [1..1] (*)

Group [1..1] (*)

Permissions: Owner [1..1] (¥)
Permissions: Group [1..1] (¥)
Permissions: Other [1..1] (*)
Executable Files [1..n] (*)

Command [0..1]

Command: Execution Phase [1..1] (¥)
Command: Execution [1..1] (*)
Command: Execution File Triggers [0..n]

NevisMetaPattern

7/ AV

MonitorablePattern

nevisMeta Instance
TCP Service Port [1..1] (*)

nevisMeta Connector

Database Connector : NevisMetaDatabase [1..1]
Frontend Key Store : KeyStoreProviderPattern [0..1]

nevisMeta Connection URL(s) [1..

nl| [Frontend Trust Store : TrustStoreProviderPattern [0..1]

NEVIS SecToken Trust : TrustStoreProviderPattern [0..1]
Logging Settings : NevisMetaLoggingAddon [0..1]
Instance Name [0..1]

NevisMetaDatabase

Managed nevisMeta Database

NevisMetalLoggingAddon

nevisMeta Log Settings

Default Log Level [0..1] (*¥)
Log Level Overrides [0..n]
Log Targets [1..1] (*¥)
Syslog Host [0..1] (*)

Database Name [0..1] (*)
Database Host [1..1]

TCP Service Port [1..1] (*¥)

Root Credential Name [1..1]

Root Credential Namespace [0..1]

nevisMeta Database Connector

Connection URL [1..1]
Username [1..1]
Password [1..1]

MonitorablePattern

Elasticlnstance




